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1. Motivation

Fraudulent Text

• Concise texts deliberately crafted to disseminate

deceptive or illegal trading, thereby contravening

Chinese laws and regulations.

Fraud-text Detection 

• Determine whether a given text is normal

content or fraudulent and assigns it to the

appropriate fraud category.

 Camouflage techniques

• homophone variants

• confounding characters

• interspersing deceptive content with

normal text

• Perpetually shifting
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2. CHIFRAUD Dataset

Bias of Data-driven RecSys

 First anonymous public Chinese fraud-text detection dataset.

• extensive expert annotations (59,106 fraudulent texts) 

• Long-term data collection duration

 Dataset Comparison

 CHIFRAUD Construction

 CHIFRAUD Composition
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2. CHIFRAUD Dataset
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 Unbalanced Fraud
• Fraudulent texts constitute a small portion

compared to normal texts.

• Significantly skewed distribution across

different fraud categories.

 Distribution Shifts
• Distribution of fraud fluctuates significantly over time.

• Distribution of contacts in fraudulent texts varies over time.

• Newly emergent fraudulent texts.



3. Bechmark Detectors

Sys Large language model-based detectors

• Llama2-D

• Qwen-D 

• ChatGPT-D

Noticeable performance degradation 
over time! 
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 Pre-trained language model-based detectors

• Bert-D

• ChineseBert-D

 Deep learning-based detectors

• Transformer-D



4. Research Directions

Sys
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❑ Attacks on Detectors

❑ Efficient Detection

❑ Robust Detection

• LLM-based detectors demonstrate limitations 

in countering carefully designed deceptions.

• Detectors need further improvement to consistently

achieve high recall and precision rates.

• Billion-parameter detectors pose challenges for practical implementation in industry applications.



Thank you
Q & A
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